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Preamble

Homewood Research Institute (HRI) is a nationally registered Canadian Charity dedicated to
transforming mental health and addiction treatment through applied research, evaluation, and
innovation. We work with Canadian and international scientists and collaborate with people who
receive and provide treatment, to improve services and outcomes.

HRI seeks to address issues that can have a large impact across Canada and beyond. The use of
technology to deliver treatment services is enormously important to provide broad access to
timely, affordable support to those who need it, regardless of where they live.

One of HRI's goals is to help create an environment where trustworthy digital technologies can be
used within formal service provision systems. This report represents a key step toward that goal. It
presents a Framework that a) identifies critical issues that must be addressed in designing and
evaluating apps, and b) outlines criteria and protocols for rigorously evaluating these issues to
generate the evidence needed by those looking for credible apps. This type of Framework is novel
and groundbreaking.

We envision the Framework being valuable to those who design, scientifically evaluate, use, or
invest in mental health apps and to those who are concerned with developing regulations related
to such apps.

The approach is not dogmatic but pragmatic. The authors anticipate that “the Framework will
evolve over time as it is applied to more apps. This experience will enable a clearer definition of
the criteria, refinement of methods for evaluating the criteria, and the introduction of new criteria
as the Framework becomes more widely used.” This Framework was informed by a previous
project entitled Youth Mental Health Apps in the Digital Age: A Scoping Review of Trends and
Evaluations. The report of that earlier project is available on HRI’s website'.

We are grateful to the RBC Foundation for its foresight in making digital technologies a focus of
their initiative in promoting youth mental health and for their generous support for this project.
HRI is eager to partner with like-minded organizations that place value on creating an environment
where high-quality technology tools, backed by strong science, can be employed with confidence
within service delivery systems. By aligning our efforts, we will accelerate progress and enhance
our collective impact in improving outcomes at individual and population levels.

Please get in touch if you see opportunities for collaboration.

b

Roy Cameron, PhD, FCAHS

Executive Director
Homewood Research Institute

" Homewood Research Institute. Youth Mental Health Apps in the Digital Age: A Scoping Review of
Trends and Evaluations. Available at URL: https://homewoodresearch.org/
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Executive Summary

Lack of access to mental health and addiction services is a problem worldwide.
Technologies such as mobile apps hold great potential for addressing the
tremendous unmet need in a scalable, affordable manner and reaching people in
remote locations. While there is a rapidly growing number of mobile apps for youth
mental health, few have been rigorously assessed or scientifically validated. There is
a need for robust evidence to guide decisions about which apps are safe and
effective to use, and specifically with which populations, and for what purpose.

Several evaluation frameworks or guidelines exist to guide those seeking high-quality
apps for personal use or to adopt in their clinical practice. However, most of these
frameworks do not identify a reliable method for making unbiased evaluations.
Further, reviews of specific apps are outdated by the time they are published. There
is a dearth of such evidence that can be used with confidence to guide those seeking

apps.

The premise of this report is that there is an urgent need for a framework that lays
out criteria for evaluating apps to generate the evidence needed to promote the use
of apps that are safe and effective within service delivery systems. A framework is
presented that lays out criteria against which apps should be judged, along with
protocols for rigorously evaluating the extent to which apps meet these criteria.

In addressing these issues, the report focuses on youth mental health, especially in
the Canadian context. This Framework will also be relevant to other populations and
contexts using digital technologies for health. This report is well-aligned with federal
and provincial priorities in youth mental health, and the need to provide safe and
effective programs that optimize the use of digital technologies.
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1.0 Introduction

There is a critical need for innovative solutions for delivering youth mental health
services [1-13]. Scaling up face to face treatment is not feasible, given the enormous
demand for service [1]. Worldwide, 10-20% of children and adolescents experience
mental health disorders [2]. An estimated 49.5% of adolescents in the United States
will develop a mental health disorder over their lifetime [3]. In Canada, some 1.2
million children and youth are affected by mental iliness [4]. By age 25, about 20%
will develop a mental illness.

Given the prevalence of mental health issues among youth, it is not surprising that
access to service is a problem. In Canada, an estimated 75% of children with mental
health disorders do not access specialized treatment services [5]. If they do, wait
times are a problem; average wait times are 6-12 months [9, 10]. This is especially
concerning since, in severe illness, the risk of self-harm and suicide increases [11] in
adolescents and young adults and is the second leading cause of death in the 15-24
age group [12]. Among underserved groups, the risk is even more alarming; in some
First Nations communities, the suicide rate among youth under the age of 15 is
almost 50 times greater than among non-indigenous populations [13].

Technologies like apps hold great potential for addressing the tremendous unmet
need in a scalable, affordable manner and reaching people in remote locations.
Seizing the opportunity requires moving high-quality digital tools into the healthcare
system. There is a need for robust evidence to guide decisions about which apps to
use, with which populations, for what purpose.

Healthcare providers prescribe medicine or provide therapy based on evidence of
safety and efficacy. If apps are to be responsibly and successfully integrated into
treatment within the formal healthcare system, they too must have credible evidence
supporting safety and efficacy. Without such evidence, apps may simply be
consumer products of unknown value or “digital supplements.” Worse, in the
absence of good data, substandard apps may be adopted within the healthcare
system based on insufficient, or even misleading, evidence.

There is a need to make decisions based on sound evidence if the right tools are to
be scaled up. This is the key to realizing the full potential of digital tools to have a
global mental health impact. The ability to respond to the worldwide need to
improve access to effective mental health services depends on this. There is a lot at
stake.

At present, it is challenging to judge the quality of existing apps due to limited high-
grade research. The current app environment may be described as “The Wild West.”
There are a growing number of mobile apps for mental health for youth [14-19].
However, most have not been rigorously assessed or validated. The science of
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evaluating mental health apps, including those for youth, remains nascent. Previous
reviews have concluded that the literature remains preliminary, and there is
insufficient evidence to determine which mobile apps are empirically supported [20-
241]. Limitations of the existing evidence base are illustrated in the following section.

2.0 Current Evaluation of Apps

In a previous report [25], we reviewed some highly downloaded apps and found
severe limitations of the evaluations. Here is a brief recap of illustrative observations.
The Headspace app makes numerous claims around efficacy, including that ten days
of use will reduce stress by 14%, and three weeks will reduce aggression 57% [26].
However, a meta-analysis of randomized controlled trials of depression apps noted
that while the overall effect size of mental health apps appears substantial at g=0.56
(in range with antidepressant medications), this reduces to the more modest g=0.22
when compared to an active control condition [27]. That is to say that the same
mental health app studied in comparison to nothing (no control) versus walking
(active control) will report a different degree of impact. The Headspace studies
suggest that this app may not be as effective as touted. One study used a digital
placebo version Headspace and found no benefit of using the app to improve focus
in young people [28]. Another study that evaluated Headspace did find that users
had reduced stress but found no benefit when compared to playing the game Tetris
[29]. Another study reported that for some people, merely listening to woodland
sounds might be more effective in reducing stress compared to listening to a guided
meditation, one feature of Headspace [30]. The results are likely not unique to
Headspace. Evaluations must include appropriate control groups.

A review paper of the mindfulness app Calm reported that the app reduces stress in
students [31], but the control group was instructed not to partake in any mindfulness
activities; this group was compared to the group who received mindfulness for stress
reduction via the Calm app. With such an unbalanced control group, the results of
the study only show that mindfulness can reduce stress compared to no mindfulness
- which is a well-known fact. What is more interesting about this study is that only
56% of participating students used the app as directed, indicating that 44% were
non-adherent despite volunteering to partake in the study. This lack of use of the app
suggests yet another challenge around mental health apps.

Another study of the Calm app found a reduction in depressive symptoms in users.
But the results presented in the appendix stratify decreases in depressive symptoms
by engagement with the app and reveal that those who never engaged with the app
had the same improvements as those who regularly did [32]. This lack of a dose-
effect suggests that either an unconventional mechanism of action is responsible for
change or that aspects of the digital placebo effect - a term defined by Torous and
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Firth [33] as response related to expectations about app use - may be driving study
results. The importance of evaluating effectiveness only after controlling for the
digital placebo effect is clear. The extent to which apps are actually used must be
evaluated, and outcomes assessed in relation to usage to examine dose-response
relationships.

Most studies of smartphone apps do not present data on engagement in a consistent
manner, as reported in a study by Ng et al. [34], making it difficult to either compare

studies or understand trends in engagement and adherence across these apps.

Standardized reporting is needed to improve the quality and understand the
effectiveness of digital mental health apps on the market today and in the future.

A review of the most extensive studies in terms of the number of patients enrolled
showed that most studies do not have interventions beyond four weeks, and the
follow-up period is rarely more than eight weeks after the intervention (Table 1). This
is not a long enough period to see if behavioral changes are sustained. Most large
studies have been done in adults. Few studies have more than 50 patients. The apps
also do not report on the cognitive or behavioral models used in the design of the
app. Thus, it is not clear if the app is using validated cognitive models or evidence-
based therapeutic protocols. It is essential to conduct evaluations with larger
numbers of participants, to assess the extent to which the intervention is built on
credible therapeutic protocols, and to do studies with meaningful follow-up periods
to assess enduring effects.

Cognitive
App, Size of Size of Follow- Behavior
Year Control | Intervention | Outcome | Study up Content Funder Model
[Reference] | Condition |Country Target Group Group Measures |Period | Period Validation Disclosed Described
Project EVO Adults with
Arean 2016 mild-moderate 12
[32] Depression [USA depression 206 211 /209 PHQ-9 weeks |[None PHQ-9 NIMH None
MyCompass
Proudfoot Adults with Australian
2013 mild-moderate 7 12 Health and
[35] Depression [Australialdepression 198 126 / 195 DASS weeks |weeks |DASS Ageing None
MoodHacker Adults with
Birney 2016 mild-moderate 6 10
[36] Depression [USA depression 150 150 PHQ-9 weeks |weeks |PHQ-9 NIH / NIMH None
CBM Active
Enock 2014 (Social 4
[37] Anxiety USA Adults 141 158 DASS weeks |8 weeks |DASS NR None
SuperBetter
Roepke
2015 Adults with
[38] significant 4
Depression |USA depression |93 93 /97 CES-D weeks |6 weeks |[CES-D NR None
Mobiletype Primary Care
Reid 2013 patients aged DASS 2-4 DASS Telstra
[39] Australia|14-24 46 68 ESA weeks |6 weeks |[ESA Foundation None
The Toolbox Mental Health
Bidargaddi Continuum 'Young and Well
2017 Young adults 4 up to 6 [Short Form Cooperative
[40] Depression [Australialin Australia {195 192 \Well-being |weeks |months |(MHC-SF) Research Centre[None

Table 1 - Evaluations of Mental Health apps with larger sample sizes
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Systematic reviews have been done to compare apps for a specific condition. A
systematic review is a scientific review of published studies that uses systematic
methods to collect and analyze data, critically appraises research studies, and
synthesizes findings qualitatively or quantitatively.

Table 2 shows some of the systematic reviews that have been published on youth
mental health apps [20-24,41-65]. These reviews highlight the scarcity of studies that
have enrolled 100 participants, which is often needed to make significant
comparisons. A randomized controlled trial (RCT) is a type of scientific experiment
that aims to reduce sources of bias when testing the effectiveness of new
applications or treatments. In these studies, subjects are randomly allocated to two
or more groups, including treatment and control groups. The aim is to ensure that
people in treatment and control groups are comparable (to eliminate bias), and to do
everything possible to ensure that controls are designed to eliminate “digital placebo
effects” and other sources of bias (e.g., treatment participants receive face to face
treatment in addition to the digital intervention, while controls do not). The groups
are followed under conditions of the trial design that allow for unbiased observations
of how effective the experimental intervention was.

Treatment efficacy is assessed in comparison to the control. In research studies, bias
occurs when a systematic error is introduced into sampling (different participants in
different groups), treatment (e.g., treatment group receives face to face treatment,
controls do not) or testing (e.g., by encouraging one outcome or answer over others
in collecting data). Few studies have met the rigorous standard of low bias in all
categories of potential bias. More studies rigorously designed to eliminate biases are
required.

Effect size is a quantitative measure of the magnitude of a phenomenon. How big an
effect does the app have? This question must be addressed in doing evaluations.
Cohen’s effect is a common measure, and Cohen’s effect greater than 0.5 is
considered significant. Among all the systematic reviews summarized in Table 2,
there are no studies that had over 100 test subjects, with low bias and Cohen’s effect
greater than 0.5. More extensive studies are needed that have carefully planned
observations to minimize bias measure outcomes over an extended follow-up period.
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Author- | Focus Area Studies | Subjects RCTs Low bias in Effect N>100, Conclusions
Year N> 100 all categories | cohen C>0.5, &
>0.5 Low Bias
Garrido- | Anxiety, 68 19 27 8 3 0 Studies comparing DMHI to
2019 Depression achieve active controls
[63] Adolescents conditions were not
effective
Khan young 10 1 10 Not reviewed Not 0 There need to be more
2019 people with reviewed studies with larger sample
[60] neurodevelo sizes assessing the
pmental effectiveness of Web-based
disorder interventions for CYP.
Low Adolescents 29 3 5 Not reviewed Not Not Adolescents and young
2019 and young reviewed reviewed adults are receptive to
[61] adults with receiving information
chronic through a website/app as
disease engagement in their care.
Lack of interventional
efficacy trials.
Botella Virtual reality | 11 0 11 Not reviewed Not Not VRET has acceptable
2017 exposure reviewed reviewed efficacy, an upcoming
[57] therapy important tool for this type
(VRET) of psychological treatment.
Acceptance by clinicians
paramount.
Lau Serious 9 2 9 1 5* 0 Serious games for mental
2017 games for health seem feasible but
[56] mental there is a lack of quality and
health, all properly powered RCTSs.
age groups
Grist Mental 24 4 3 Not reviewed Not Not More well-designed RCTs
2017 health mobile reviewed reviewed needed to evaluate the
[22] apps for safety, efficacy, and
preadolesce effectiveness of mental
nts and health aps.
adolescents
Firth Interventiona | 18 11 18 1 6* 0 Smartphone-based
2017 | apps for interventions can have a
[55] depression moderate effect on
depression symptoms.
Firth Interventiona | 9 5 9 0 2% 0 These interventions are
2017 | apps for significantly effective for
[54] anxiety anxiety when compared
with control, with the
greatest effect when
compared against wait-list
controls.

Table 2 - Systematic Review of Mental Health Apps

(** Hodges’s test, which is like Cohen’s but incorporates bias for small sample sizes)
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3.0 Current Evaluation Frameworks

Frameworks have been developed to guide those seeking high-quality apps for their
personal use or to adopt in their clinical practice. The problem is that high-quality
evidence needed to make relevant judgments does not exist. For instance, if a
Framework suggests someone looking for an app consider effectiveness, this is
excellent advice. The problem is there is almost undoubtedly insufficient evidence
(and perhaps no evidence at all) to inform this judgment. The fundamental problem
in the field is a dearth of high-quality evidence to guide people to the apps that are
worthy of use.

In the absence of such evidence, Frameworks developed for people looking for a
good app may use something other than evidence, such as expert opinion, to help
guide decisions. Although we often need to make many decisions in the absence of
evidence, there is no substitute for good evidence in clinical decision making.

A growing number of groups are proposing systems for evaluations of apps, and
sometimes reviewing specific apps. However, most of these groups do not identify a
reliable method for making unbiased evaluations. Further, reviews of specific apps
are outdated by the time they are published. These problems are discussed in a 2019
review paper [65], which noted that the average time to review apps was between
109 and 714 days. Another study done in Canada used a set of guidelines to review
apps with a group of 25 participants [66]. The results showed a high variation of
ratings among reviewers and that 28% of reviewers indicated that they were
uncertain of the overall quality of the health apps. This shows that unless there are
clear guidelines and criteria for evaluation, supported by objective evidence, ratings
will reflect a wide range of contradictory opinions.

The Mental Health Commission of Canada developed an evaluation toolkit for mobile
mental health apps [67]. Although it draws attention to critical issues, this toolkit was
not designed to evaluate the efficacy of apps scientifically. Most criteria are not
specific enough to allow reliable evaluation. The Anxiety and Depression Association
of America has webpages with app reviews [68]. Their criteria have several
categories but not a clear definition of how to evaluate the app in those categories.
For “effectiveness,” the website does not specify who is qualified to be a rater and
how the rating scale differs for scores from one to five. The Effectiveness category
says that it covers Education, Self-Monitoring, and Treatment, but does not describe
how to do those evaluations.

An initiative of the American Psychiatric Association, led by John Torous, MD, from
our team, has created a framework with more specific category definitions, based on
a position paper published in 2019 [69]. This approach has a hierarchical rating
system and rubric to make APA members aware of very important information that
should be considered when picking an app that is not the same as the information
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used to judge a medication or therapy. The evaluation model’s foundation rests in
the maxim ‘do no harm’ as well as a risk-benefit analysis. The APA does not explicitly
rate apps but provides a useful way to review apps. The four areas comprising the
model (beyond gathering basic background information) are Safety/Privacy,
Evidence (i.e., effectiveness), Ease of Use, and Interoperability. This a valuable
approach, but further ongoing work is needed to develop the scientific method for
evaluating each criterion, including therapeutic effectiveness, that can yield reliable
results.

In fall 2019, the Clinical Trials Transformation Initiative (CTTI) issued best practices
for clinical trial sponsors to guide app studies [70] to generate critical evidence. This
work is useful, but details are vague and not operationally defined in terms that could
guide app designers and evaluators. For example, the data management section
states it is “critical to have a full understanding of the data flow and know who is
responsible for the data and accountable for data integrity at each step during the
data life cycle.” While true, this does not make it clear how to evaluate security and
data integrity.

In summary, since most apps are not well evaluated, reviews provided by existing
Frameworks cannot be based on sound evidence of safety and effectiveness. Private
vendor evaluations do not reveal what data were used for evaluation. Behavioral
outcomes need to be independently analyzed with a large enough number of
participants and an appropriate follow-up evaluation period and characteristics of
the app itself need to be documented to inform decision making.

Existing evaluation frameworks are useful for a preliminary assessment, and often
draw attention to key criteria to use when considering adopting an app. The core
problem is that the evidence needed to make judgments about how well an app
meets criteria is not available. The World Health Organization developed a
framework for mental health services, but it does not include a method to evaluate
mobile apps [1]. Several review papers have discussed the need for more formal in-
depth evaluations [71-76]. A 2019 review of 45 evaluation frameworks for mobile
health apps concluded that none of the frameworks could be used unaltered for
health technology assessments, and only two of them evaluated the grade of
evidence of the app [76]. A paper in 2019 proposed a framework for categories for
evaluation [69] that does not score apps but provides a useful approach to review

apps.

In short, although there are a growing number of mental health app evaluation
frameworks, most of these frameworks have not been scientifically developed or
validated. These frameworks may provide misleading information on the
effectiveness of apps and may lead to misuse, misdiagnosis, wasted time, and even
harm. The premise of the Framework presented below is that to move beyond “The
Wild West” what is most urgently needed is a Framework that in a detailed and

A Framework for Evaluation of Mobile Apps for Youth Mental Health



systematic way outlines protocols for evaluating apps that will provide the evidence
needed to inform decisions about which apps can be used with confidence within the
healthcare system.

4.0 A Formal Evaluation Framework
4.1 Framework Summary

The Framework presented below calls for examining and transparently reporting
appropriate background information, how the app was developed, how data is
managed and controlled, the short-term outcomes of the app within the first month,
and longer-term outcomes over six months or more. Behavioral interventions require
long-term observations to measure sustained changes over time. These should
ideally be done at least over six months and preferably over one year. This
Framework a) builds on previous evaluation methods but provides a more detailed
approach with clear rigor to guide a more scientific approach to measuring app
efficacy and b) addresses pertinent issues that arise in evaluating apps that do not
generally pertain to other clinical interventions (e.g., privacy threats inherent in the
intervention).

The criteria are all deemed important, so they are not ranked. All of the criteria have
a method to test that the criteria have been met. This is one of the critical missing
elements from most existing frameworks. Without a method to unambiguously test
that the criteria are met, the criteria are subject to misinterpretation and will not
serve to reliably evaluate the app. It is difficult to measure “Do No Harm,” but to
ignore the risk of harm is akin to discovering new severe adverse effects of a drug
and not taking action. The Framework will evolve over time as it is applied to more
apps. This experience will enable a clearer definition of the criteria, refinement of
methods for evaluating the criteria, and the introduction of new criteria as the
Framework becomes more widely used.

About App Design Data Short-Term Long-Term Outcomes
Management Outcomes
Intended Use | User Input User Data Control | Product Usability Effect Size
Legal Owner | Behavioral Model | Security User Engagement Effects over Time
Funding Prototype Privacy User Feedback Factor Analysis
Usability
Cost Personalization Data Sharing Do No Harm Bias
Content User Consent Infrastructure Face Validity Sensitivity Analyses
Review
Update Cycle | Ethical Principles Interoperability Efficacy and Reproducibility
Dose-effect

Table 3 - Summary of Criteria
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4.2 Detailed Framework Description

Below is a detailed description of each criterion with guidance on how to test each
criterion. The testing protocols are meant as a guide to the level of detail needed, but
they are not exclusive. Alternative testing methods may be used if they are
consistent with the aim of the criteria and at a similar level of detail.

Criteria

Description

Testing Method

Intended Use

The app clearly identifies the target
condition and target audience.

The app must display, prior to download and in
the app, the intended audience by target
condition, age, and any other demographics or
region.

Legal Owner

The app clearly shows the name of
the company, organization, or
individual that is legally responsible
for the app, not just the developer of
the app who may have been hired,
but the owner of the app.

The app must clearly show, prior to download and
in the app, a current mailing address, and an email
or phone. Upon contact, the organization
responds in a timely manner (within seven days).

Funding The app needs to disclose the The app must declare who has paid for the

funding source of the app. development of the app. The funding organization
must have a verifiable address or individuals who
represent the organization.

Cost The app clearly indicates the cost of | The app must clearly show, prior to download and
usage, before and after any trial in the app, how to request for cancellation and
period, and methods for canceling must respond in a timely way to cancellation
service. requests.

Content The app clearly indicates who The app must clearly show, prior to download and

Review reviewed the content and when the in the app, the names of the authors and

content was last updated. Any
relevant conflict of interest of
contributing authors must be
disclosed.

organizations that have reviewed the educational
or clinical content. The content must be current
and reflect the best-known peer-reviewed clinical
practice. Conflicts of interest must be disclosed
with transparency about how those conflicts are
resolved.

Update Cycle

The app shows the date of the last
update, and there must not be more
than two years between updates.

The app must clearly show, prior to download and
in the app, the date that the app was released and
last updated.

User Input Users have been part of the design Documentation must be available on how many
process. users were consulted in the design process and

how the feedback was collected and analyzed.

Behavioral The app uses a validated cognitive A clinical expert for the intended therapeutic

Model and behavioral model. focus of the app will need to verify that the
behavioral model used in the app is appropriate
for the condition being treated.

Prototype In the development of the app, there | Evaluations can be done using a validated

Usability was usability testing with the heuristic usability scale applied by trained human

intended audience using a formal
usability testing method.

factors professionals or by observed usage of the
app to identify usability problems. Particular focus
must be given to different form factors of mobile
devices such as screen size and compatibility with
previous models of devices and operating
systems. The app should work with the most
common devices for the intended audience in the
market in the last three years.
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Personalization

Users must be able to customize
communications and content.

The app needs to allow users to select the
frequency of notifications via email or push
notifications and be able to turn them off.
Messaging methods, particularly for youth, need
to be culturally and age appropriate.

User Consent

Users must actively consent prior to
any data sharing with third parties.

The app needs to have clear methods to show
when data is being transferred to a third party
and have user consent for any data used for
research studies. The consent of minors requires
the involvement of parents and must meet
national legal requirements.

Ethical The development of the app should The app needs to disclose the ethical principles
Principles follow ethical principles that guide such as “Health On The Net“principles [77] that
the design of the app. guide the development of policies such as
privacy, transparency in funding, attributions of
content [78-801].
User Data Users must be able to delete their The app needs to identify the method by which

Ownership and
Control

data from the app and any servers
that back up that data.

users can delete or request that their data be
deleted from the app and any backup servers.
Confirmation of the deletion must be sent to the
user.

Security Any transfer of data must be done Login must be done by password, preferably two-
using secure methods, and access to | factor authentication. Data must be transferred
the site must be secure. using end-to-end encryption using industry-

standard communication protocols. Vulnerability
testing must be done to determine if the app and
servers can be penetrated by automated means.

Privacy The app must have an accessible The privacy policy must be available before

privacy policy that complies with
national regulations and is written at
a reading level appropriate for the
intended users.

accessing the app and must indicate what state
the company is based in and what Ilegal
jurisdiction it follows. The reading level should not
be higher than grade twelve and preferably lower
if intended for minors. There must be a way to
contact the company for privacy violations.

Data Sharing

Any sharing of user data with
external third parties must be clearly
disclosed to users and only done
with the prior consent of the user.

The terms and conditions policy must describe
any data sharing. Updates to the terms and
conditions must be sent to users. Users need to
be able to turn off data sharing with third parties.
Testing needs to be done to see if the app
transmits data packets to external sites when data
sharing is turned off versus turned on.

Infrastructure

The app identifies any infrastructure
needed to use the app.

The app clearly discloses the technical
requirements needed, including Internet
connectivity, bandwidth, and any servers and
technical support system.

Interoperability

The app should have a way to
extract user data from the app or
send the data to external systems.

Transmission of data should be done in open
standards such as Fast Healthcare Interoperability
Resources (FHIR) [81] for exchange with a
medical record system.

Product For the final version app, there has Data must be available in a peer-reviewed
Usability been usability testing with existing publication of the usage of the app analyzed by
users. evaluators using coding techniques of the
interactions to identify usability problems.
User Data must be available to show the Data must be available in a peer-reviewed
Engagement level of sustained usage by users publication that shows the number and

after the initial month of usage.

proportion of users who continued to use the app
after 30 days.
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User Feedback

Users are able to submit feedback
for the improvement of the app.

Data must be available that summarizes the user
feedback on the app, and there is evidence that it
has been used to make improvements. Positive
user feedback does not indicate face validity.

No Harm The app has been shown not to do There is evidence that the app has been evaluated
harm. for potential harm. If the app is discovered to
cause harm, the owners of the app will take
corrective actions such as removing the app from
use.
Face validity Data must be available that shows There is expert opinion that confirms the app’s

that the app addresses what the app
is trying to treat.

usage in an intervention is credible and
appropriately operationalized, as well as suited to
the target condition and target audience.

Efficacy and
Dose-effect

Evaluation data is available that
shows efficacy based on controlled
studies and examines dose-effect
with the appropriate comparison
group.

Data must be available in a peer-reviewed
publication that shows the app is efficacious in
unbiased studies that describe the control group
(active or passive) and justify the measurement of
dose-effect.

Effect Size

The app benefit has to be evaluated
for effect size.

Published studies will show effect size using
measures such as Cohen’s effect size.

Effects over
time

Evaluation data must be available
that shows that the app is effective
over time.

Effects that can be attributed to the app need to
be measured at least six months after initial
usage.

Factor Evaluation of the app must take into | Published studies must show the relative effect of
Analysis account other concurrent other therapeutic activities in both quantitative
therapeutic activities and be able to and qualitative assessments.
measure the relative effect of the
app versus other factors that may
influence outcomes.
Bias Evaluation data must be available Published studies must report the potential
that shows that the app evaluations sources of bias using the Cochrane framework
have been conducted without bias. [82] or similar framework.
Sensitivity The app must have multiple Using methodologies from scientific groups such
analyses evaluation studies that have been as Cochrane Collaboration, sensitivity analysis

reviewed using sensitivity analyses.

needs to be done to measure fixed-effect and
random-effects. For dichotomous outcomes, the
evaluation must have appropriately used odds
ratios, risk ratios, or risk differences. For
continuous outcomes, where several scales have
assessed the same dimension, an evaluation
needs to be done to determine if standardized
mean difference across all scales or as mean
differences individually for each scale should have
been used.

Reproducibility

Evaluation data must be available
that shows that the app has been
evaluated more than once and has
consistently reproduced positive
outcomes.

There must be more than one independently
conducted evaluation with the app published with
the CONSORT framework [83-84] or similar
reporting standards used in peer-reviewed
journals.

Table 4 - Detailed Description of Criteria
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4.3 Discussion

About the App

The app needs to disclose the objectives and intended population of users. Without a
clear objective and target audience, it is not possible to evaluate the effectiveness or
enable users to decide if the app is appropriate for them. Knowing the legal owner
and funding sources is essential to know who can be held accountable for the app
and if there are potential conflicts of interest. Clear transparency in costs is necessary
to understand if it is feasible to use and sustain over time. The content should be
developed with current evidence-based knowledge and from authors who do not
have conflicts of interest. Knowing the last date of release helps the user know if the
content is still current and will ensure that the app still works with current mobile
devices.

Design

In order to optimize the design of apps, it is essential to work with youth from the
outset to understand if the design objectives and interaction design are appropriate
for the intended audience. Youth have particular preferences for styles of interaction
and communication, so these design criteria aim to optimize the design from an early
stage. Various approaches can be used to engage and co-design with youth [85-88],
such as Design Thinking [85]. Design Thinking is a non-linear, participatory, iterative
process that seeks to understand users, challenge assumptions, redefine problems,
and create innovative solutions to prototype and test. After the prototype is built,
the app should be tested for usability [89-92]. This can be done with a validated
usability survey instrument evaluated by human factors experts, preferably with user
testing of the prototype with youth in an observational study. Having a reference
ethical framework shows a coherent strategy in the approach to design and
development. Any evaluation of the prototype of the app does not ensure the final
version of the app will be validated for usability.

Data Management

Mobile apps can collect an enormous amount of information about the users, and
users must provide consent for the collection of data. Data management should be
clear to the user and allow users to delete their data from their app and any external
servers that have a copy of the user’s data. Users need to be able to decide what
data they wish to share with any external third parties and have the ability to stop
any sharing of data with third parties. The app should transfer data using secure
methods at all times. The ability to transfer data to the health system, with the user’s
consent, is important to facilitate access to additional services such as telemedicine
consults or integration of data with clinical records.
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Short-Term Outcomes

The app must have a clear evaluation of usability, user engagement, usage, and
efficacy. Many apps provide preliminary evaluations based on user feedback; these
are valuable but subjective and cannot be used to evaluate the overall performance
of the app. The app should have usability testing with observational methods and
validated analytical methods. Any evaluation of the app with twenty or fewer users
should only be considered preliminary evidence since it does not have enough users
to gain statistical significance on usability problems analyzed due to limited
representation of users. The app should not cause harm, and app owners should
immediately remove the app if, for example, data breaches are detected in how the
app collects and transmits data. It is difficult to anticipate all the possible harmful
unintended consequences, but this criterion needs to be there to hold developers
and app owners accountable for taking reasonable steps to monitor and
appropriately act on evidence of adverse effects. The initial evaluation determines
how many users continue to use the app beyond the initial days since most apps are
not used beyond the first month. Short term outcomes need to be assessed using
well-designed trials to eliminate biases; outcomes should be measured beyond the
initial month of usage. The extent to which Hill’s criteria for inferring causation [93]
have been met can be considered in attributing outcomes to the use of the app, with
the dose-response relationship of particular concern. Evaluations should be done
arm’s length from those with a stake in the app, with full findings transparently
reported in peer-reviewed journals.

Several issues deserve highlighting in this section. First, apps may be used as stand-
alone self-help tools or as part of a clinically supervised treatment program. This
distinction is important to bear in mind in assessing efficacy. The same app may
produce different outcomes across these two approaches to delivery. The latest
evidence suggests that the efficacy of apps will be optimized if they are used in
conjunction with a clinician and if the app offers users feedback on their progress
[27]. Future efficacy studies should distinguish between apps used as purely self-
help tools versus incorporated as an integral component of a clinician-led program,
and/or used as an adjunct to professional treatment.

It is also important to recognize that apps may have the potential to do harm. There
is an ongoing debate about the impact of screen time itself on mental health, but a
lack of conclusive evidence. New research is emerging, such as the NIH-funded
Adolescent Brain Cognitive Development (ABCD) study that endeavors to observe
12,000 healthy 9 and 10-year-old children at 21 sites around the United States over
the next decade, measuring their mental and physical health and cognition while
tracking brain changes, substance use, and digital media habits [94]. Already there is
some evidence that screen time may impact memory, attention, and social cognition,
although the effect on youth with mental health conditions remains unknown [95].
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Ongoing research efforts will illuminate the much-debated effect of digital media use
on the brain and the implications for using digital tools for therapeutic purposes.

Apart from screen time, app use may carry additional risks. A study of daily mood
tracking among individuals with bipolar disorder, for example, found that mood
tracking apps increased depressive symptoms in the intervention group compared to
a control group with no access to the app [96]. Moreover, research surrounding
digital health interventions for psychosis has suggested that routine self-assessment
of symptoms may actually increase rumination on negative experiences [97].
Although more research is needed to probe the nature of such issues, specifically in
youth, consideration of such significant risks must factor into future research efforts.
The potential for harm warrants a cautious approach and underscores the
importance of rigorous standards for the evaluation of mental health app efficacy.

Face validity also warrants elaboration. Face validity is concerned with whether the
app actually addresses the issue it purports to treat, Does the app appear to be
plausible based on an expert opinion? Does it take a credible approach to do what it
claims to do? Is it suited to the intended user population? For instance, if an app
purports to provide online CBT, its features and functions should align with validated
CBT components. This first condition is critical, as the majority of mental health apps
are categorized as “health and wellness” apps and thus not regulated by the FDA.
Without an external accreditation body, medical claims can go unchecked. If there is
a lack of face validity at the outset, then additional claims of efficacy are moot. In the
absence of evidence and regulation, this is a quick way to screen out apps that are
clearly substandard or unsuited to the purpose or to population.

Face validity can be assessed by an expert in the field but will not easily conform to a
single scoring criterion. Who is an expert is itself a non-trivial question; the expertise

needed to make face validity judgments will vary by clinical objective, by the app, by
region, and by culture.

As discussed earlier, there is a significant difference in reported efficacy when apps
are measured against an active versus passive control. Just as with traditional RCTs,
efficacy studies for mental health apps should attempt to measure dose-effects—that
is, whether different levels of usage are associated with different effects—perhaps
including both passive and active controls for a thorough and transparent
investigation. Evolving standards for the field may include trials with control, sham,
and active apps, as this study design would offer the robust evidence necessary to
make informed decisions.
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Long-Term Outcomes

The criterion of effect size is a scientific measure that helps assess how much benefit
is provided by the treatment. This should be measured as part of efficacy studies,
including follow-up studies. Given the novel and rapidly accelerating pace of
development in the digital health space, with 50% turnover every 100 days for apps
related to depression and bipolar disorder [98], it is rare to find apps supported by a
single robust efficacy study, let alone multiple. The evaluation should to be
conducted beyond six months to determine if a user’s behavioral changes are
sustained. Since the app may be used with other complementary therapies, it is
necessary to do a factor analysis to measure the relative contribution of the app
versus other factors to the overall observed behavior change. The measure of bias is
essential to understand if problems in the evaluation may have introduced any
unintended influence in the results. Sensitivity analysis is essential in understanding
the relationship between observations and measuring levels of uncertainty in the
relation between inputs and outputs. Reproducibility of findings supporting efficacy
across well-designed, unbiased studies enhances confidence in the app, especially if
these studies consistently report large effect sizes in the long term as well as short
term.

Ongoing Developmental Evaluation: How can app performance be
optimized in practice?

Once an app has been put into practice based on sound evidence of efficacy,
ongoing evaluation studies can be invaluable. Such studies can assess the impact of
modifications to the app, its performance with different subpopulations of users, etc.
The evidence generated can be invaluable for continually guiding improvements to
the tool and the way it is used [99-100]. Evidence carefully generated from practice
is highly useful for improving practice.
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5.0 Conclusions

Research on the efficacy of these digital interventions is desperately needed, given
the vast proliferation of mobile apps for mental health. New frameworks, like the
American Psychiatric Association’s model, have emerged for the evaluation of apps;
however, the lack of consistency in assessing efficacy among these frameworks
remains a continued source of confusion for patients, providers, and larger health
care systems. In the current space, exaggerated claims by for-profit app companies
can go unchecked and unsubstantiated.

The core problem in this area is the lack of availability of transparently reported
efficacy data required to use existing frameworks to make decisions that are well
informed by reliable evidence. We have proposed a set of four guidelines to provide
researchers, clinicians, and users with a benchmark for assessing app efficacy to
generate better evidence, in response to an urgent need. These guidelines are meant
to raise the bar for making claims related to effectiveness and other characteristics
of apps and pave the way for more nuanced analyses of apps and their numerous
distinct uses.

Technologically-savvy youth are expressing interest in digital solutions, and with the
incidence of mental illness climbing steadily upwards, there is an urgent need—and
opportunity—to link young people with the resources and support they need. The
proposed guidelines provide a consistent set of standards by which the efficacy of
various apps can be evaluated, facilitating the integration of mobile health apps into
clinical care.

Society has a stake in this field. It is not just users of apps, clinicians, and researchers
who need to be concerned with the issues raised in this paper. Healthcare systems,
and indeed the health and welfare of societies, depend on creating an environment
that promotes the development and use of high-quality apps based on the best
possible evidence of their value, safety and ethical integrity. This perspective raises
questions about the role of regulation in creating an environment that enables the
development and use of valuable apps within the healthcare system and by
individual users who wish to use top quality apps while mitigating the potential for
harm.
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